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CYBERSECURITY 
 
Cybersecurity Awareness Month 
   National Cybersecurity Awareness Month is 
just around the corner. In October, we will host 
our local version on campus as well as, new for 
this year, around the Monterey Peninsula. The 
new All Hands training will be presented 
weekly at both NPS and DLI. Additionally, we 
plan to hold brown bag lunches around campus 
for faculty to share their current work in 
Cybersecurity research. Finally, we will present 
a new version of our training specifically 
targeting our military spouses and families. (In 
this case, "targeting" is used appropriately). To 
top it all off, our theme this year is "The Decade 
of the 70's. Remember the Past, Protect the 
Future." Door decorating contests around 
campus will leverage this theme to get the 
message out and increase awareness of 
cybersecurity. So please join us....and spread the 
word. More messaging and communications 
will be released in October.  More information 
is available at: https://wiki.nps.edu/x/fJjw 
When Case Matters  
    Did you know that your NPS email address 
should be all lowercase? Did you also know that 
your digital certificate on your Common Access 
Card (CAC) should have that same email 
address on the card in lowercase? If you didn't, 
you're not alone. Your email address 
(fmlast@nps.edu) should exactly match the 
email address on your CAC--to include case. If 
there is a mismatch, you may have issues when 
you sign and encrypt email messages.  
    What should you do? You need to verify that 
the email address on the certificate on your 
CAC is all lowercase and matches your actual 
email address (including case). If you need help on 
verifying your email address on your CAC, please 
visit the Signing & Encrypting section of the NPS 
Security Center (https://wiki.nps.edu/securitycenter) 
or contact the Technology Assistance Center (TAC) 
at tac@nps. edu. If you find out you have an email 
mismatch, you need to contact CSD 
(http://intranet.nps.edu/CSD_Monterey/index.html) 
and have your email address changed on your CAC 
certificate. Be aware that when you do this, you will 
need to retain your old certificate so that you can 
read previously encrypted emails (visit the Signing 
& Encrypting section of the NPS Security Center 
for instructions). 
For more details on this topic, read the full article: 
https://wiki.nps.edu/display/SC/When+Case+Matter
s  
    If you are a member of the Air Force, then you 
are not allowed (by policy) to change the address on 
your CAC. The address on your CAC should be 
first.last@us.af.mil (all lowercase). This does not 
mean you won't be able to sign or encrypt email 
messages from your NPS account; it just means that 
the individuals receiving your message will see a 
certificate email mismatch warning. You should 
also contact the TAC at tac@nps.edu and request 
that your '@us.af.mil' email address be added as an 
alternate email address. 
 
CYBERINFRASTRUCTURE 
  Over the last several months, staff from ITACS 
has had firsthand experience assisting NPS faculty 
in supporting vital research projects. Network 
Operations Center personnel assisted Associate 
Chair for Special Programs and Director of the 
Hastily-Formed Networks (HFN) Research Group, 
retired Navy Lt. Brian Steckler, in setting up the 
wireless HFN command vehicle routers and in 
training Cal Fire members on their proper use, and 
also supported Director, Field Experimentation and 
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Associate Professor of Information Sciences, 
Dr. Ray Buettner, in his Joint Interagency Field 
Exploration (JIFX) experiment at Camp 
Roberts. At the request of National Security 
Institute (NSI) Research Professor, Dr. Chuck 
Kimzey, staff from both the Network 
Operations Center and the Lab Support Team 
joined the group deployed at the North Pass Fire 
in Covelo, CA (Mendocino County), providing 
IT-related support for the NSI-lead California 
Homeland Security Consortium project.  
CLASSIFIED COMPUTING PROGRAMS 
 
    During the past several weeks, the 
classified computing staff carved time out of 
their work day to complete several minor 
infrastructure projects.  Although each 
project was by itself small, the combined 
effect of the projects; cable management, PC 
upgrades, new VTC, server replacement, 
software additions, back-up systems, and 
life cycle maintenance strengthened the 
classified networks which will make them 
more capable and reliable.  These 
improvements also lead to less maintenance 
work for the staff which frees them up to 
provide more direct support to SCIF and 
STBL users. 
 
   The Request for Proposal (RFP) for the 
SCIF Expansion Project is expected to be 
put out for re-bid in mid to late November.  
The original RFP process did not result in a 
proposal that met the Unspecified Minor 
Construction (UMC) cost structure.  The 
overall project completion is now targeted 
for March/April 2014. 
 
MAC LAB IMPROVEMENTS 
 
  NPS Mac Lab (SP-341) has been enhanced with a 
monitor upgrade enhancing our users learning 
experience. All dual Dell monitors and mounts have 
been replaced with a 27” Apple LED Cinema 
Display. The improvements have led to valuable 
added workspace, resulting in a more aesthetically 
appealing learning environment. The Classroom 
Support wiki page has been updated to reflect the 
change:  https://wiki.nps.edu/x/D4o6AQ 
 
PARTNERSHIPS AND OUTREACH 
 
   Dr. Haska met with Sharon Montgomery, VP 
of Sales for Research and Education for Level 3 
Communications. Level 3 is an international 
communications company and one of only six 
Tier 1 Internet providers in the world.  Level 3 
provides the infrastructure for large sections of 
Internet 2, and offers numerous services based 
on their global infrastructure. During the 
meeting Level 3 presented some of their 
additional capabilities, such as their content 
delivery network, disaster recovery solutions, a 
video management and distribution system, and 
telephony services, such as SIP trunking. Of 
particular interest was the discussion around 
diversifying paths between NPS and DLIFLC, 
and improving connectivity between NPS, the 
Naval War College and the Naval Academy. 
Participants also discussed how redundant 
CENIC connections, either from Monterey to 
UCSC, or from Salinas to the Sunnyvale hub 
might be realized in the future. ITACS staff will 
continue this dialogue in order to develop new 
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TAC STATISTICS   
 
    From 1 – 25 September 2012, the Technology 
Assistance Center (TAC) received 4,190 
requests for assistance, 3,208 of which were 
resolved by the Tier 1/Tier 2 areas. The 
remaining 982 requests were escalated to groups 
outside of TAC for specialized assistance. 
Overall, there has been a 1% decrease in 
requests for assistance compared to the month 
of September 2011.  Requests for assistance 
were categorized as follows: 
 
Phone:    2,102 
E-Mail:   1,675  
Walk-in: 385 




    This month, 92% of all calls were resolved 
within the Service Level Agreement (SLA). 
Those that were carried over are awaiting parts 
or pending information from customers.  
 
